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To Alert To Think

The recent incidents What confidential Tips to protect
data you are handling? electronic data

What are the risks?
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Recent 1incidents

What information to protect?

How do we handle electronic information?
How does information leak?

Tips in preventing information leakage
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6 May 2008 :! /f"

Panel probes loss of 6,000 patients' details

* 9 portable computing devices containing information on
6,000 patients in public hospitals were lost or stolen over
the past year.

e The 9 devices include USB drive, PDA, MP3 player,
notebook and digital camera.

Source 0




97 May 2008

Z 4. Hong Kong Police Force
. L
Cover cops hit by leaks

*An e-mail was sent to the media with 10 documents
downloaded by using the peer-to-peer software Foxy.

*The documents contain highly confidential
information about the undercover police operations,
with the names of the agents .

Source

The Government of the Hong Kong Special Administrative Reg
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“Fail Forum”
http://failforum.net/forum/viewthread.php?tid

Source



WHAT INFORMATION
TO PROTECT?




o “Confidential data” means data which are
sensitive, restricted and top secret.

o Examples include but not limited to :

o Password, credit card numbers, salary,
student academic record and medical history,
etc.

o Staff may also judge by themselves based on the
regular practice and their experience.
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o “personal data” means any data
O relating directly or indirectly to a living individual

O from which it is practicable for the identity of the
individual to be directly or indirectly ascertained

0 Example: name + address

o For more information: ,
 Personal Data Controlling Committee at CUHK £ M

» Personal Data (Privacy) Ordinance




HOW DO WE HANDLE
ELECTRONIC
INFORMATION?







4. Portable

Device




HOW INFORMATION
LEAKS?

TIPS OF PREVENTION?




1. PC

a. Unaware of software installed (e.g. keystroke
logger).

b. Unaware of the inherited settings under a shared
environment (e.g. via Foxy).

c. Infection of virus and some malicious attack.




a. UNAWARE OF SOFTWARE INSTALLED (E.G. KEYSTROKE
LOGGER)

&l keylog demo - Windows Internet Explorer

G@ - | ? 1141334 Training Makerials! Tips_Present _INFoLeakdkeylog_demo.hkm A | |i_1| |£| |G00gle ||E

File Edit Wiew Fawaribes Toaols  Help

Google|ﬂv V|G|:| 0@ @ m - 'i:-';‘ Bookmarks - EI 105 blocked '.?'Check - ?é Translate » | % Aubolink = T-_,.D.utoFiII 2 QSEtting
ﬁ ﬁgf gkeylng_demu l_‘ @ - K @ - @Eage - @Tgols .

L

Control Panel FTP Configuration

3 : E Gonaral Setngs | Here you can have the Iog wpioaded o your FTF account
s e |
Taxtual Settngs | r - :
I ETP irasties,
g Wisusl Settigs | (] uploadlogsby ETPevery [ 0 | = howrsand [ 6 [ = minutes ;
Mada Setongs | I " . 4
E-Mal Settings | | FTP address:  [tp.tripod.com Part: | 21 P
s : B E  ro (2]
o LAN Sattings | Remoto foider: | |
Fassward [ FTF t wihere log
Reclridtiong d. Lea to store logs at the FTP iniial Foldar
Miscelanzous packngforcema |
= Dpen Log Viewer
= Commards | Sl f“"“" F
Start Logging 1
Hids {Esc) [#] upload Textua, Chat and Wih lag in HTML Format,
it [7] Upload griy F log Fles smaler than[ 4 | = 1E.
[¥1 Contupload screenshots (Recammended). :
[#] Dekete log after successiu sending, [= Send Test |
i Code: CEE7-7404 [BM[oe |[m ] [T ][se |[eT |[c2

Demonstration on Keylogger




information in unfamiliar comj

. computer in cyber café or publ



b. UNAWARE OF THE INHERITED SETTINGS

UNDER A SHARED ENVIRONMENT (E.G.
VIA FOXY)

Age Group Probability of Foxy installed (%)

o Children of P4 — S3 > 30%

o Children of P4 — S3 > 60%

o Have MP3 player

o Children of P4 — S3 > 90%

o Have MP3 player
o Have lot of new songs

Quoted from Dr. K P Chow, Associate Director,
Centre for Information Security and Cryptograph, University of Hong Kong




b. UNAWARE OF THE INHERITED SETTINGS
UNDER A SHARED ENVIRONMENT (E.G.
VIA FOXY).

q-l
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i
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=
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L= |
2
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=
3
=
=

(9 Foxy

i3 Uninstall Foxy
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b. UNAWARE OF THE INHERITED SETTINGS
UNDER A SHARED ENVIRONMENT (E.G.
VIA FOXY)

e FOXY o o 4
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b. UNAWARE OF THE INHERITED SETTINGS
UNDER A SHARED ENVIRONMENT (E.G.

VIA FOXY).

Use separate user accounts
with no administrator right
under a shared environment.

However, this is useful only
under Windows XP
Professional Edition but
not Home edition.

For staff, you are entitled
upgrade your Windows XP
Home Edition. More info can
be found at “Work at Home
Use Rights” at

http://www.cuhk.edu.hk/itsc/co

mpenv/license/ms.html

System Properties

.......... Genera||

Sustern Restare

Remaote
Advanced

Automatic pdates

Computer Mame Hardware

B Control Panel

© File Edit Yew Favorites T
e O
: Address |G" Control Parel V|

i -
Taskbar and Start Menu
[Ty
u ser Accounts|

é windows Firewal

D))

ha

System;
Microsoft Windows =P
Profeszional
Yersion 2002
Service Pack 3

R egizterad to:
rnrnlab
The Chinese | nwermt_l,l of Hong

£ Uthltblwtg nk or den coess bo
pig.t) computer, and ko change pa sswod cI th tt g

User Mame Damain GEroup S
strator CHR. dmi

QASPNET CHRISTINAZ Users

i christina_itsc ITsC Administratars

QIUSR_CUHK-MVISQT... CHRISTINAZ Guests

v _CUMK-MYIZO,., CHRISTINAZ Debugger 1

i romlab CHRISTINAZ Debugaer 1 j

QSQLDebugger CHRISTIMNAZ Users 5

agd.. || Remove | [ propert

Password For Administrator

To change the password For Administrator, click Reset

gP sssssss




INFECTION OF VIRUS AND
ATTACK

C.

[
Fil

o Installation of

O Back

fiddress |3 Control Panel

ﬂ"' Control Panel

e Firewall

o Anti-virus

oe.g. CUHK anti-virus centre
http://www.cuhk.edu.hk/itsc/security/antiv
1rus/index.html

o Anti-spyware

oe.g. spypot

[BF Switch to Classic Wiew

SOME MALICIOUS

Control Panel

= Edit  View Faworites Tools  Help

\) lﬁ; pSearch r-f:" Folders E\v

Remove
Programs

Language
and
Regional
DOptions

. Sounds,
| v Speech,

L and
. ~JJ Audio

Devices

Accessibil
2 Options
=

o

See Also

“ ‘Windaws Update
(7)) Help and Support:

Other Control Panel
Options

Performa
and
Maintena

Security
Center

]

FBEX
& Security Center
our PC

Help pr

Security essentials

Security Center helps you manage your Windows security settings. To help prokect your
computer, make sure the three security essentials are marked OM. IF the settings are nat O,
Follow the recommendations. To rekurn ko the Security Cenker later, open Control Panel,
wihat's new in Windows to help protect my computer?

o http://www.safer-
networking.org/en/index.html

@ ON

ﬁ Firewall

‘Windows Firewall is ON, Windows Firewall helps protect wour computer against viruses and
other security threats, How does & firewall help protect rmy computer?

‘b Automatic Updates @ ON
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LEAKAGE FROM
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TIPS TO PREVENT INFORMATION
LEAKAGE FROM
1. PC




1. PC

- Office PC is relatively safe assuming you to follow
the guidelines at

- More information can be found:

- University software standard
http://www.cuhk.edu.hk/itsc/deptsupport/swstd/swstd.html

- Securely configuring your computers
http://www.cuhk.edu.hk/itsc/security/protectpc/index.html




4. Portable
Device 3. Network 2. Email 1. Pc




2. EMAIL

a. Careless mistake (wrongly sent to another person)
b. Wrongly trust the email sender (email spoofing)

c. Phishing email




a. CARELESS MISTAKE (SENT TO A WRONG
PERSON)

o Data encryption — MS Office

_'\I = 3 )= Documents - Microsoft Word

Review View Developer Add-Ins EndMot:

Prepare the document for distribution L
2= i w AT v G| =[] el | (A +
[ Properties !ﬁ“ﬂl EERE SRabed|c 2 2'_||-A ”ZL”" |
\ V=] View and edit document properties, such
7 Open as Title, Author, and Keywords.

= Inspect Document

Save L—:.]‘ ! Check the document for hidden metadata i
- or personal information,

-] Encrypt Document

Save As b L!jj; Increase the security of the document by

adding encryption.

1] print » A| Restrict Permission

|_& Grant people access while restricting their  *
ability to edit, copy, and print.

7| Prepare » | [y Add a Digital Signature

Ensure the integrity of the document by

adding an invisible digital signature,

'r"-‘c_ b Mark as Final
|17 Let readers know the document is final and

Publish ¥ make it read-only.

@ ﬁ Run Compatibility Checker

* Check for features not supported by earlier
Clase versions of Word,

Send 3

[ 23 word optiens | [ Exit Word

 Encrypt the file before sending through email.

» Share the password in another secure channel.
«Common secret
«Share in other media (phone or postal mail)




a. CARELESS MISTAKE (SENT TO A WRONG
PERSON)

o Sending encrypted email with disclaimer
E® Untitled - Message (HTML)

Wiewy  Insert  Format  Tools  Actions Help

: Atial - .| A BT

e I ||
b Encrypt Message Contents and Atkachments

Subject:

hristina “ eing

|

This email and any attachments may contain confidential matenal are solely R .
for the use of the infended recipient(s). If you have received this email in Email Disclaimer
error, please notify the sender immediately by e-mail and delete this e-mail for your reference
from your system. If you are not the infended recipient(s), any disclosure,

copying, distnbution or action taken in reliance on the contents of this email,
is strnictly prohibited and may be unlawful.




b. WRONGLY TRUST THE EMAIL SENDER (EMAIL
SPOOFING)

M

] Inbox - Microsoft Outlook

Twpe a question For hel

diReceive v | EpFind % | [ Typeacontacttofind = | () 8

arranged By Date |Newest on kap A

[ Inboz There are no iberns o show in this view,
| Unread Mai
|| For Follow Up
IE Sent Ikems

= 5 Personal Folders
fa) Deleted Items
@ Drafts
@ Inbox
@ Junk. E-rnail
(3 Outhos
@ Sent Ikems

& Ei Search Folders

This demo shows you how to pretend to be a
reliable person and address to send you e-maill




SPOOFING)

o Beware of the reply address

o Send email with digital signature
| 55 7 & B RS E R LR A ) - Message |

i File E_diII: Eie'w Insert  Format  Tools  Actions  Help

§aBeply | CRReplytofll | igpForserd | a3 w B M X4 -9 - A @ &

LS Snaglt |=f' | windaw

T!

b. WRONGLY TRUST THE EMAIL SENDER (EMAIL

n Text) .El@|

Sent:  Thu 1482008 15:00

Message Security Properties

Fram: Ji Information Technology Services Centre [cumassmailing@cubk. edu.hk]

To: recipient_list@cubk. edu.hk

Cei

Subject: ITSC or CUHE Mever Confirm yaur Password via E-mail (1TSCERCUHK $EE - e R e E
Signed By cumassmailing@cubk. edu.hk

ITRC or CITHE Never Confiom your Password via E-madl

Dear colleagues and students,

Verify the e-mails
When o

cedve a similar sugpected, e-madl, wou should

Recently, there have been some phishing e-madls sent o CTTHE uzers that appear to be from ITSC or C1]
permonal information by replying e-madls or by clicking a hyperlink in the e-mails. Pleass note that [T3C

E| w.cuhbedu it netaod

E Subject: ITSC or CUHE Mever Confirm your Password via E-mail (IT

Messages may contain encryption and digital signature lavers, Each digital
signature laver may contain multiple signatures.

Security Lavers

- n® Digital Signature Laver
<o Signers cumassmailing@cubk.edu. bk

Subject:
From:

2

ITSC or CUHE Mewer Confirm your Password via E-mail (ITS
Information Technology Services Centre

The digital signature on this message is Malid and Trusted.

For more information about the certificate used to digitally sign

the message, click Details,

[]Warn me about errars in digitally signed e-mail before message opens.

Close

teend out abwndant of spany
ot e-madl them, Hackers

il pazsword, please IMMME

i |

|

Descripkion:

O Signed message,

Click. any of the Following buttons to view more information about or make

changes to the selected laver:

Edit Trusk... View Details, .

Trusk Cerkific

[]warn me about errors in digitally signed e-mail,

ate

Close |

Authority...

bord and

o blacklist

[

£




b. WRONGLY TRUST THE EMAIL SENDER (EMAIL

Jr—

SPOOFING)

= Update Your Email Account Now!!! - Message (Plain Text)

! Fle Edit Yiew Insert  Format  Tools  Ackions  Help

éa.aepw|§Repmmu|amard|<_=a ISR AT ISR SRR Y eI

2 S snaglt [ | window - !
emoved,
Frorn: i THE CUHE.EDU.HE SUPPORT TEAN [helpdeskimcouhk, edu.hk] Sent:  Mon 11/8/2008 17:48
To: undisclosed-recipients
e

Subject:  Update Your Email Account Mow! 11

Dear cuhk.edu.hk Subscriber,

Wie are currently carrying-out & mentainace process to yvour cuhk.edu bk account, to camplete this process you must reply ta this email
immediately Your email address here (5 and enter your password here
(2 0ol are the

rightfil owvrnier of this account.

Feplyto Email: spamalerofficer! @amail.com

This process we help us to fight against spam mails.
Failure to summit your password, will render your email address in-active from our database.

FROTE: Wou will he send a password reset messenge in next seven (T working days after undergoing this process for security reasons.

Thankyou for using cubik.edu.hkl
THE CUHK.EDU HK SUPFORT TEAM

(>




C.

PHISHING EMAIL

E¥ RE: Update Your, Email Account Now!!! - Message [Plain Text)

! Fle Edit Wew Insert Format  Tools  Actions  Help

fidsend | [l (B ) 6 9 ] (& 0 |89 EI I -IAIB L U S = = c i iE iE

& Snaglt &' | window -

[ To... ] spamalertofficer 1 @gmail. com |

(e ]| |
Subject: |RE: Update Your Email Account Mow! 11 |

----- Qriginal Meszage-----

From: THE CUHK.EDU HK SUPPORT TEAM [mailto:helpdeski@cuhk edu. bk
Sent: Monday, August 11, 2008 5:48 P

To: undisclosed-recipients

Subject: Update Your Email Account Mowlll

Dear cuhk.edu.hk Subscriber,

Wie are currently carrving-out 3 mentainace process to your cuhk.edu bk account, to complete this process you must reply to this email
immediately,Your email address here (™) and enter your password here

= ifyou are the
rightful owener of this account.
Reply to Email: spamaleroficer! @amail.com

This process we help us to fight against spam mails.
Failure to summit vour password, will render your email address in-active from our database.

FROTE: ¥ou will e send a password reset messenge in next seven (7 working days after undergoing this process for security reasons.

Thankyou for using cubk.edu.hikl
THE CUHK.EDU HE SUPPORT TEAM

[

[ %




c. PHISHING EMAIL

¥ phishing IQ Test by SonicWALL - Mozilla Firefox
Edit  Wiew  Hiskory  Bookmarks  Yahoo!  Tools  Help

File:

- - f\{*‘J ﬁ 5§ htkp: /v, sonicwall. comyphishingyindes:, html - | [ v Ly,

Comprehensive Internet Security™

SONICWALL

SonicWALL Phishing 1G Cluiz

SonicWALL Phishing I1Q Test
(Formerly the MailFrontier Phishing 10 Test)

Chances are that in the pastweek youwe received an e-rmail in your inbox that Fhishing Facts
pretends to be from vour bank, e-commerce wendar, ar other on-line site. Hopefully

youtve realized that many times this e-mail is fake - a phishing e-mail. The sender 886 — The average dollar loss per
(phisher ofthese fake e-mails wants wou to click on the link in the e-mail and goto a Phishing Victim {Gartner, Dec 17,
phishing Web site - which will loak just like the Web site ofthe company being 2007

phished. Once on the phishers Wehb site they hope to obtain your account, financial,

credit and even identity information. Of course not every e-mail you receive is a 3.6 Billion — The total daollar loss of
phish. In factyou should expect vour bank ar e-commerce vendar to send yau all phishing victims over a 1 year
legitimate e-mail. But how can yvou tell the difference? YWell that's what the Phishing period (Gartner, Dec 17, 2007)

2 testis all about - give it a try.
d " 3.2 Million — The number of people

who fell victims ta phishing scams
over that same 1 vear period
(Garner, Dec 17, 2007

Instructions

To hegin click the "Start the Test' button below. Each question will he displayed one
at atime in a browser window and you decide if the e-rail is a"Phish" ar

"Legitimate." When vou have completed the testyou'll get a scare along with a 8.5 Billion — The estimated nurmber

of phishing e-mails sent woarld-wide

chance to see "why" a gquestion was a phizh or legitimate. Good Luckl each month (Sonicviall, 2008)
[ Startthe Test 32,414 — The number of phishing
weeh cites thatwere nneratinnal in
< >

Dops | McAfee Sitetdvisor | =
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TIPS TO PREVENT INFORMATION
LEAKAGE FROM
2. EMAIL




2. EMAIL

oTake a few minutes to apply your
CUHK digital certificate NOW!

ohttps://ca.itsc.cuhk.edu.hk/ca/request/ @




3. NETWORK

a.Sniff especially for wireless network




a. SNIFF ESPECIALLY FOR WIRELESS NETWORK

EE%

B sniffer I@? Cracker Iﬁ Traceroute IM CCoU lﬁjj',’] Wireless I

I 1P address I MAC address I Packets - I «- Packets I MAC address I IP address

Skatus I IP address I MALC address I Packets -= | <- Packets I MAC address I IP address




3. NETWORK

o Use of VPN especially for wireless network

o If you use the Wi-Fi service at CUHK, remember to
connect Virtual Private Network as well which

supports encryption.

Connect CUHK IPSec VPN 2]X]

1) ¥PNis now connected *

Click here for more information...

Username: | 5123456 |

Password: [sonsnsne |

[[] Save this user name and pazsward for the following users:

I Connect ][ Cancel i[ Properties || Help I




3. NETWORK

/= PFS Logon - Windows Internet Explorer

PEA AL
Hang Seng il &=

BE-Banking

Wels

Welcome to Hang Seng Personal e-Banking

Travelsure Protection Plan

Get a chance to win a daily prize
of air ticket to Tokyo/ Bangkok

Important Hotes

Hang 5eng Bank has not (and will newver do) sent out e-mails that
ash customers to prowide their passwords or werfy their
accounts online.

Customers are reminded MNOT to access their e-Banking
accounts through hypedinks embedded in e-mails or Intemet
search engines. They should access theire- Banking accounts by
keying in the website address at the addres= bar of the browser,

. Two-factor
Authentication

Protect Your Use of
Internet Banking

> [L(oY

Website Identification

WeriSign Class 3 Public Primary CA

has identified this site as:
e-banking. hangseng.com
This connection to the server is encrypted,

Should I trust this site?

View certificates

User Name: ||

w Continue

» Systemn Maintenance Schedule

MNewlllse@dReqgistration

'

€0 Internet & 100%

-




3. NETWORK

o Good practice

Do not connect wireless connections of unknown source.
Turn off unnecessary wireless connections.

Do not enable both wireless and wired network interface at
the same time.

For sending critical information, it is more safe to send
through wired network over encrypted site(https) and check
the certificate.

More information °




4. PORTABLE DEVICES

e

a. Left or stolen

b. Broken




a. LEFT OR STOLEN

o Data encryption — Hardware

o USB drive
* e.g. Stealth MXI about $2000 for 4GB

o Notebook
» e.g. Dell Latitude D630 Notebook about $7500

o This solution 1s more expensive but

most convenient and fast




a. LEFT OR STOLEN

¥ TrueCrypt
Yolumes System Keyfiles Tools  Settings  Help Homepage

Drive | Wolume Size | Encryption algorithm Type
“wF: Iiencryptediencrypted QaME AES Mormal

o Data encryption — Software |z
e.g. TrueCrypt 5

Create Yolume Wolume Properties. ..

Wolure

|I:'|,encrypted'l,encrypted ﬂ Select File...
[¥ Mever save history
Valurne Taol | Select Device. .. |

Auto-Mount Devices Disrnount Al ‘ Exit |

o This 1s a cheaper but slower solution.

o It can be used for PC, notebook and storage
device.

o It supports to encrypt entire partition, entire
drive or storage device




Welcome to the Backup or
Restore Wizard

b. BROKEN

Thiz wizard helps pou back up ar restare the flles and
ettings on your computer.

IF wour prefer, you can switch to Advanced Mode to change the
settings used for backup or restore. This option iz recommended
for advanced users only.

Always start in wizard mode

o Safely remove your USB drives

o Do regular backup and testing
o e.g. Microsoft built-in “Backup or Restore Wizard”
e e.g. SynToy from Microsoft




b. BROKEN
Demonstration of SynToy

Synchronize: New and updated files are copied
both ways. Renames and deletes in one folder is
repeated on the other.

Echo: New and updated files are copied left to
right. Renames and deletes on the left are
repeated on the right.

Subscribe: Updated files on the right are copied to
the left is the file name already exists on the left.

Contribute: New and updated files are copied left
to right. Renames on the left are repeated on the
right. Similar to Echo, except there are no
deletions.

Combine: New and updated files are copied both
ways. Renamed and deleted files are ignored

Create New Folder Pair (2 of 4)

_ il

Choose the right folder you want:

or

Left Folder:
O C:iDoouments and Setting.. \Favoribes

PIX]

v

Right Folder:
) |J-\Backups\F avorites

| <Back | [ mest> || cancel |

—
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TIPS IN PREVENTING
INFORMATION LEAKAGE




Data
Encryption

MS Office

Hardware
v oftware

Email

Your awareness \ Strong

\ awareness
Strong password Digital Cert
Access control |

Report IS incident
Third-party management
Proper disposal

Media maintenance

PC
Portable Separate
devices user account
Securely

\Backup - configure




o Your awareness

o Access control

e e.g. Screen Saver

_— st

Display Properties

Appearance | Settings |
o Strong password ,
« At least eight characters composed
of random letters, digits and
symbols;
——
o Use different sets of password in S reeisave :
different systems, and; [Windows <P il (_setings ] [ Proview
wait| 2% minutes [ On resume, password protect
b orikor power
» Never use dictionary words and m 1o S VMl S AR T S ST,
personal related information such [Powe 1)
as name, date, telephone number,
HKID and user ID, etc. Lo JI Coed JL fowb ]




[dows Internet Explorer

1554 Training Materials| Tips_Prevent_INFoleakisec_demo.htm

V]Go @ P ™ B~ U9 bookmarksv Bh116blocked U Check v 31 Tramslate ~ % Autolnk o Autorll [ Sendtow

Demonstration on password hacking tool -
The importance of using a stronger password

Password checker @

http://www.microsoft.com/protect/yourself/password/checker.mspx




o Your awareness

o Report IS incidents

» In case of leakage confidential information in electronic format,
report it immediately to

o Details can be found at

o Third-party management
« Sign confidentiality agreement




o Your awareness

o Proper disposal
« Degaussing the devices

 Physically destroying them, or by using a data cleaner to
erase data inside

« e.g. Blancoo Data Cleaner

o Media maintenance
» Buy device which supports hardware data encryption
« Remove hard disk before repairing

¢ Clean up hard disk
» Sign confidentiality agreement




FOR MORE INFORMATION:

ood Practices in Information Security - Windows Internet Explorer

@:f - |e U153\ Major projectsiISs websitelnewiitsc_pagesisecurityigpisiinde::. hitml V| + >-< | |GDDQ|E ||“:l 'l
o el

GOOglC||G|v V|G0 G5 G ® Y~ f% bockmarksy 116 blocked P Check » 31 Translate w % Autolink v | Autorl 2 () settings v
5} ﬁ'ﬁ [@ITSC: Good Practices in Information Security l l @ © E @ - @Eage - @Tgols -

| Home | Site Index | Polices and Guidelines | HelpDesk ||:| y
S8 AR - MERBEBE

=i Teehnology Services Centre
THE CHINESE UNIVERSITY OF HONG KONG

Alerts, Mews and Events

Information! Security, Good Practices for General or General Users HT |

Users

Good Practices for Technical
Alerts, New.s and Events Frofessionals ‘actices for general users:
Good Pract?ces for Genergl Users Information Security Palicies
Good Pr.actlces for Technical Useful Tools and Links ar protecting your digital data
Frofessionals (Intranet Only)
Information Security Policies F aring your computers
(Intranet Only) Glossary
Useful Tools and Links Report S incidents jing mobile computing devices and removable storage
FAQ media
Glossary

Report IS incidents

Meed Help?
Please send your problemsirequests to
hitp:iihelpdesk.itsc.cuhk.edu.hlk
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Visit http:// www.cuhk.edu.hk/itsc/security




